IPC Mission

About IPC
Standards

IPC Position
Statement on
Specification
Revision Change

Standards
Improvement
Recommendations

IPC is a global trade association dedicated to furthering the competitive excellence and financial
success of its members, who are participants in the electronics industry.

In pursuit of these objectives, IPC will devote resources to management improvement and
technology enhancement programs, the creation of relevant standards, protection of the
environment, and pertinent government relations.

IPC encourages the active participation of all its members in these activities and commits to full
cooperation with all related organizations.

IPC standards and publications are designed to serve the public interest through eliminating
misunderstandings between manufacturers and purchasers, facilitating interchangeability and
improvement of products, and assisting the purchaser in selecting and obtaining with minimum
delay the proper product for their particular need. Existence of such IPC standards and publications
shall not in any respect preclude any entity from manufacturing or selling products not conforming
to such IPC standards and publication, nor shall the existence of such IPC standards and
publications preclude their voluntary use.

IPC standards and publications are approved by IPC committees without regard to whether the
IPC standards or publications may involve patents on articles, materials or processes. By such
action, IPC does not assume any liability to any patent owner, nor does IPC assume any obligation
whatsoever to parties adopting an IPC standard or publication. Users are wholly responsible for
protecting themselves against all claims of liabilities for patent infringement.

The use and implementation of IPC standards and publications are voluntary and part of a
relationship entered into by customer and supplier. When an IPC standard or publication is revised
or amended, the use of the latest revision or amendment as part of an existing relationship is

not automatic unless required by the contract. IPC recommends the use of the latest revision or
amendment.

IPC welcomes comments for improvements to any standard in its library. All comments will be
provided to the appropriate committee.

If a change to technical content is requested, data to support the request is recommended. Technical
comments to include new technologies or make changes to published requirements should be
accompanied by technical data to support the request. This information will be used by the
committee to resolve the comment.

To submit your comments, visit the IPC Status of Standardization page at www.ipc.org/status.

©Copyright 2025. IPC International, Bannockburn, Illinois. All rights reserved under both international and Pan-American
copyright conventions. Any copying, scanning or other reproduction of these materials without the prior written consent of
the copyright holder is strictly prohibited and constitutes infringement under the Copyright Law of the United States.



IPC-2591-Version 2.0
Cipc

Connected Factory
Exchange (CFX)

Developed by the IPC-CFX Standard Task Group (2-17a) of the
Electronic Product Data Description Committee (2-10) of IPC

IPC Standards and Artificial Intelligence (Al) Statement — 2025
IPC explicitly prohibits:

¢ The integration or transfer of any data whether in the form of IPC
books, standards, metadata, or other formats—into Al engines
or algorithms by any person or entity, including authorized
distributors and their end users.

e Activities involving data harvesting, text and data mining,
enrichment, or the creation of derivative works based on this
data, including the use of automated data collection methods or
artificial intelligence.

Any breach of these provisions is considered a copyright
infringement unless expressly and formally authorized by IPC.

Supersedes:
IPC-2591-Version 1.7 -
August 2023
IPC-2591-Version 1.6 -

March 2023
IPC-2591-Version 1.5 -

July 2022
IPC-2591-Version 1.4 -

December 2021

Users of this publication are encouraged to participate in the
development of future revisions.

IPC-2591-Version 1.3 - Contact:
February 2021
IPC-2591-Version 1.2 - IPC
September 2020 3000 Lakeside Drive, Suite 105N
IPC-2591-Version 1.1 - Bannockburn, lllinois
January 2020 60015-1249
IPC-2591 - Tel 847 615.7100

March 2019 Fax 847 615.7105




February 2025 IPC-2591-Version 2.0

Table of Contents

1 SCOPE ... 1 2 APPLICABLE DOCUMENTS...........ccovvmrmriennnniennes 4
1.1 PUIPOSE ..ot 1 2.1 TPC e 4
1.2 Application of This Standard..............cccvveurenne.ee. 1 2.2 ECMA International.........c.ccoevevienieieincncnennenn. 4
1.3 CFX and The Hermes Standard.............c.co......... 1 23 International Organization for Standardization

14 Updates to This Standard...............oovvvvvvvvevveeeeeee 1 (ISO) e 4
15 Definition of ReqUIrements....................coooorrrrre. ) 24 SEMIL ..ot 4
1.6 Order of Precedence ..........oceevveenecnccnccnnenenn 2 3 GENERAL REQUIREMENTS ..o 4
1.6.1  Conflict ......ccoooiiiiiiiiiiiiccec 2 3.1 Guidance on the Use of This Standard ................ 4
1.6.2  Clause References.........ccouevveeeveerenencnencnennens 2 3.1.1 Technical Reference. ......ocooeeeeeeeeeeeeeeeeeeeeeeeeeeaenn, 4
1.7 ACTONYMS......cooiiiiiiiiiiiics 2 3.1.2  Application Reference ............ocoevevevrveverereurennnnes 4
1.8 Terms and Definitions..........ccocvvviiiniiniininnninn. 2 32 Users of CFX i 4
L8] ACHVILY cuevueriiriiienienieecteeeeeeeeeeeeee e 2 3.2.1 Automated Assembly Processes ..............cocevue.. 4
1.8.2  CompoOnent.........ccocveviiiuiiieiiieicieccieceeceeai 2 3.2.2  In-House Manufacturing Solution

1.8.3  Dashboard..........ccccooveveivieiiiiiiieieeeeeeeeeeeean 2 Development..........o.eeveivveineenreeneineeeeeeeeene 5
1.8.4  Data INtegrity ....ocovveverieieieieieieeeeieeeeeseeeeeeene 2 3.2.3  MES Software Solutions............cccccevevviiiinnnnnne 5
1.8.5  Endpoint......ococoiiieiiiiieiieeeeeeeeesessss s 2 33 Software Development Environment .................. 5
1.8.6  Factory RESOUICE ........euvurvremieeieieeeieeeieireieeeeene 3 3.4 CFX Support Declaration ..........ccocoocvivieiniiniennes 5
L1877  Lane .....cccooviviiiiiiiiiiiiiiii 3 4 CEX STRUCTURAL OVERVIEW oo 5
1.8.8  LoCK ..o 3 4.1 Primary Transport Layer: AMQP v1.0 ............... 5
1.8.9  Material Carrier ..........ccccoveviviiviniiiiiceecce, 3 4.1.1  CFX Message Channels...........coooovoreveeerrereernerenes 6
1.8.10 Material Chain ......c..covevverieieieieeninencncecneneene 3 4.12  Channel Configuration...............ccooowveeseevveeerene 7
1.8.11 Material Location ..........cccceeiiniiiiiiiinnieicninns 3 413 CFX MeSSAZE TYPES vevvrrrvrerrerreeeeesrreesessseeeeseee 7
1.8.12 Material Package ............ccoooviiiiiiiiinnnn, 3 414 CFX COMPIESSION orvvvorrrreereeereeeeeeseeesseesseeeesenes 7
1.8.13 Material Traceability............cccoovvviiiiiiniiiinnn, 3 4.15 CFX - AMQP Message Properties .............coo..... 7
1.8.14 Materials ......coeverereinieieieieieieeeeeene e 3 47 Encoding: JSON .......ccoeveeeeeereeeeeeeeeeseeeeeeeeseeee 7
1.8.15 OPperator..........coooiviiiiniiiiiiiiciicccs 3 4.2.1  JSON Data TYPES....veerrveeerereereeseseeeeeeesesesessenes 8
1.8.16  Process Endpoint (Station) .........ccoooooovovovovinene 3 43  CFX-Defined Content.........ccceocuveriunieeucunnnnnn. 9
1.8.17 Production Unit.........cccocevieiiiiiiininiiiiiiieccne, 3 4.4 CFX Key Parameters ..........v.evveeeereerserersesenn 9
L.8.18 RECIPL .cveverviriiienienietcteececeeeceeee e 3 4.4.1 Endpoint Identification (CFX Handle) ................ 9
1.8.19 ROOL......ciiiiiiiiiiiiiiicciicae 3 442  TransactionID .o 9
1.8.20  SEtUP ...evviiiiiicicirccc e 3 45 CFX Message ENVelope ......ovvveeoreeeeeveeerrereeneee 9
1.8.21 State (Production State)..........ccoevrvviiiiiiicnnnns 3 4.6 Operator TNfOrMAtion .........vv.eeeveeeereeeeesreerrseenn, 10
1.8.22 Station (Process Endpoint) ...........cocccevcincincanns 3 47 CFX Endpoint Configuration.................o.o......... 10
1.8.23 Stage ...cocovviiiiiiiiiiiiiiciiee 3 4.7.1  Specific CFX Endpoint Configuration

1.8.24 Subassembly ........ccccvevrieienieiieieieeeee e 3 AATESSES ..ot 11
1.8.25 SympPtOmM....c.covuiiieiieiieieeieeeereeee e 3 4.8 Message Attachments .............ccoceveveieirverevenennnn. 11
1.8.26  TOOL ..ottt 3 4.8.1 Specifying Message Attachments...................... 12
1.8.27 Transactional Endpoint............cccccvevencinecincnns 4 4.8.2 In-Band Message Attachments .......................... 12

Copyright 2025 by IPC International, Inc. All rights reserved. v



IPC-2591-Version 2.0

February 2025

4.8.3  Out-of-Band Attachments..........ccccccecervererennnn. 13 7.2.1 CFX.InformationSystem.DataTransfer
4.9 Supported Message Attachment Types.............. 13 (LeVel 2).iiiiiieieiieeeeeete e 33
49.1  SolderPastelnspection.SolderPaste 7.2.2  CFX.InformationSystem.OperatorValidation
MEASUTEINENT oo 14 (LeVel 2. 33
4.9.2 PCBInspection.OffsetMeasurement .................. 14 7.2.3  CFX.InformationSystem.ProductionScheduling
4.10  Messages Supporting Attachments.................... 15 (LEVEL 2) i 33
4.10.1 CFX.Production.TestAndTnspection. 7.2.4 CFX.InformationSystem.TopicValidation
UnitsTnspected AHachments .............oooo... 15 (LeVel 2).cciiiiiriteeee s 34
4.11  CFX Message Recorder.........ccccooeeeineninennnnn. 15 7.25  CFX.InformationSystem.UnitValidation
(Level 2).cciiiiiiiieicceecceecees 34
5 CFX OPERATIONAL MODELING ...........ccccccevriuenrnnes 16 72.6 CFX.InformationSystem.
5.1 Equipment State Model ............cccocoovininnnnn 16 WorkOrderManagement (Level 2)..................... 34
52 Station Fault Event Model..............c.cccoceneen. 17 73 CFX.Maintenance (Level 1) ....ovorvvvorrrverrnneen, 34
5.3 Production Unit Architecture ... 18 74 CFX.Materials (Level 1) 35
5.3.1  Production Unit Data Population....................... 18 74.1 CFXMaterials.Management (Level 2).............. 35
5.3.2  Production Unit Status...........ccccceevvirvireriininnnnn. 20 7.4.1.1 CFX.Materials.Management.
5.3.3  Production Endpoint Decision-Making MSDManagement (Level 3) ......ccocueveveverennenen. 36
CaAtCEOTICS ...vveuvieererieereereereereesteereesaeere e eseeaeens 21 74.2 CFXMaterials.Storage (Level 2) .........cooon...... 36
5.3.4 Examples of Production Unit Status.................. 21 743  CFX.Materials.Transport (Level 2) ........cooo....... 37
5.3.4.1 Processing Station...........cccevvevveveeererenencnnenne 21 75 CFX.Production (Level 1) cov..ovvreereerereerrnneen, 37
5.3.4.2 Processing Station Creating Scrap..........c.......... 21 7.5.1  CFX.Production.Application (Level 2).............. 39
5.3.4.3 Inspection Station Identifying Potential 7.5.2  CFX.Production.Assembly (Level 2) ................ 39
DefeCt..cuiiiieeeeee e 22 7.52.1 CFX.Production. Assembly. PressInsertion
5.3.4.4 Review/Repair Station Resolving Failed LTS ) T 39
Production Unit........cceoevenieciecienieiniineninenenn 22 753  CFX.Production.Hermes (Level 2) ... 40
5.3.4.5 Review/Repair Station Scrapping Failed 754  CFX.Production.LoadingAndUnloading
PrOAUCHON Uit oo 23 ) W 40
54 Production Station Process Model..................... 23 755 CFX.Production.Processing (Level 2)............ 40
6 CFXTOPICS AND DYNAMIC STRUCTURES........... 24 7.5.6  CFX.Production.ReworkAndRepair (Level 2) .41
6.1 Hierarchy of CFX Topics.....cccccevveeeerercniennenn 24 7.5.7 CFX.Production.TestAndInspection (Level 2)..41
6.2 CFX Message Names .........cccceceeveeneerieneennenens 25 7.6 CFX.ResourcePerformance (Level 1) ............... 41
6.3 CFX Structures .......cocovevevvenveneeieieieeeeneneenen 25 7.6.1 CFX ResourcePerformance.PressInsertion
6.4 CFX Dynamic Structures.............cccoevevevvernenenn. 25 (Level 2).cueciiieieiiiiieeecccceee, 42
6.5 CFX Messaging Requirements.................co........ 26 7.6.2  CFX ResourcePerformance.SMTPlacement
6.6 CFX QUAlIfiCation...........eooveeeeeeeeeeeeeeereee 26 (LeVel 2).cuiiiiiiieiiieeeeee e 42
6.6.1  Declaration of Responsibility for 7.6.3 CFX.ResourcePerformance.SolderPastePrinting
TMPIEMENEAON ¢..evvoooeeeeeeeeeeeeeoeeeeeeeeeereeeeeeens 2 (LeVel 2) it 43
7 CFXMESSAGES.......couuummmmmmmmmmmmmmmmmmssmmmssssssssssis 32 7:64  CFX-ResourecPerformance. THTInsertion
(LeVel 2).cciiiiiieeee s 43
7.1 Root Level Messages........c.ceveeevreereeneeenennen 32 79 CFX Sensor (LeVel 1) 43
72 CFX InformationSystem (Level 1).......vvvsv 33 7.7.1  CFX.Sensor.Identification (Level 2).................. 43
vi

Copyright 2025 by IPC International, Inc. All rights reserved.



February 2025

|PC-2591-Version 2.0

7.8 CFX Message FIOW ......ccccoevenieicciiccnencncnenne, 43 Tables
781 Production Endpoint (Station) Connection........ 43 Table 4-1 Types of CFX Messages ......cccccveeverveevereenen. 7
7.8.2  Station State Transition.........cccceceeeeeeeeeeercnnenne. 44 Table 42  CFX — AMQP Message Properties ............. 2
7.8.3  Station Processing.........ccccceeeeverienienieneeienenne 45 Table 43 FX Message ENVelope .o 10
8 CFXTECHNICAL REFERENCE.............cccocerverrerreenen. 46 Table 4-4  Format of Attachments Array Entries ......... 12
APPENDIX A Version Updates ............ccovennncnnncnnncnnns 47 Table 4-5 Columns for SolderPasteMeasurement
APPENDIX B Index of Acronyms Attachment TYpe ......ccoooeveeenieiiieeee 14
and Abbreviations ............cccociiiiiinn 61 Table 4-6  Columns for OffsetMeasurement
Figures Attachment Type.....cccceevvveviveecieeiienieeienne, 15
Table 5-1  Station Event Fault Model .......................... 18
Figure 1-1 Version Change Tracking Example .............. 2 Table 5-2  Primaryldentifier and Unitldentifier
Figure 4-1 CFX Channels Between Endpoints............... 6 FieldS..cooooieiieieieceeeceeee e 18
Figure 4-2 The CFX TransactionID ..........c.cccccocevinenen. 9 Table 6-1 CFX Capability Requirements by
Figure 5-1 SEMI E10 Equipment State Model ............ 15 Equipment Type.......ccccoveeveerenenenenenenne 27
Figure 5-2 Examples of Primaryldentifier and Table 6-2 Required Messages by Capability............... 29
Unitldentifier Cases........cccceeeeerererenennnn 19 Table 7-1 CFX.Root MeSSages .......ccceevevveieeeeeneenenne. 33
Figure 5-3 Examples of Groupings of Production Table 7-2  CFX.InformationSystem.DataTransfer
UNIES oot 19 MESSAZES ..ovveveenrieeeereeire et sie s eeeens 33
Figure 5-4 Panelized Printed Board (Top View).......... 20 Table 7-3  CFX.InformationSystem.Operator
Figure 5-5 CFX Unit Locations Identified on Validation Messages........cocevverveeeveercnnenne. 33
Multiple-Board Panel (Top View).............. 20 Table 7-4 CFX.InformationSystem.
Figure 5-6 Panel Processing Example — No Defects ProductionScheduling Messages ................ 34
Found......ccocveninieiiiiciceeccnccee 21 Table 7-5 CFX.InformationSystem.TopicValidation
Figure 5-7 Panel Processing Example — MESSAZES ..ttt 34
One Production Unit Scrapped................... 22 Table 7-6  CFX.InformationSystem.UnitValidation
Figure 5-8 Panel Inspection Example — MESSAZES ...ttt 34
One Production Unit Failure ...................... 22 Table 7-7 CFX.InformationSystem.
Figure 5-9 Panel Review/Repair Example — WorkOrderManagement Messages.............. 34
One Production Unit Repaired ................... 23 Table 7-8 CFX.Maintenance Messages............cveen.n... 35
Figure 5-10 Panel Review/Repair Example — Table 7-9 CFX.Materials.Management Messages ......36
Whole Panel Scrapped...........cccoceveeneenne 23 Table 7-10 CFX.Materials.Management.
Figure 5-11 CFX Production Station Process Model.....23 MSDManagement Messages ...................... 36
Figure 7-1 CFX Station Connection Example Table 7-11 CFX.Materials.Storage Messages............... 37
Message FIOW ......ccccoevveiviveneniencninenenn, 44 Table 7-12 CFX.Materials. Transport Messages............ 37
Figure 7-2  CFX Station State Transition Example Table 7-13 CFX.Production Messages..............cco.o...... 38
Message FIOW........coocoiiiiiiiiiiieeeee 45 Table 7-14 CFX.Production.Application Messages......39
Figure 7-3  CFX Station Processing Example Message Table 7-15 CFX.Production.Assembly Messages......... 39
FIOW oottt 46 Table 7-16 CFX Production. Assembly PressInsertion
MESSAZES ..vevvvenereeerieireeieeireereeieesaeenaeens 40
Copyright 2025 by IPC International, Inc. All rights reserved. vii



IPC-2591-Version 2.0

February 2025

Table 7-17
Table 7-18

Table 7-19

CFX.Production.Hermes Messages ............ 40
CFX.Production.LoadingAndUnloading

MESSAZES ...eveveeneeiieieeiieieeie e 40
CFX.Production.Processing Messages ....... 40

Table 7-20 CFX.Production.ReworkAndRepair
MESSAZES ..o 41
Table 7-21 CFX.Production.TestAndInspection
IMESSAZES ..eenvveenveeereeirenireeteenreeveeneaeeaeenes 41
Table 7-22 CFX.ResourcePerformance Messages........ 41
Table 7-23 CFX.ResourcePerformance.PressInsertion
MESSAZES..eenvveeereeereeieeieeeieenereereeneneereenes 42
Table 7-24 CFX.ResourcePerformance.SMTPlacement
MESSAZES ..c.evenveenreieenienieeienreieereteeere e 42
Table 7-25 CFX.ResourcePerformance.
SolderPastePrinting Messages .................... 42
Table 7-26 CFX.ResourcePerformance. THTInsertion
MESSAZES ..o 43
Table 7-27 CFX.Sensor.Identification Messages .......... 43
viii Copyright 2025 by IPC International, Inc. All rights reserved.



February 2025 IPC-2591-Version 2.0

IPC-2591, Version 2.0
Connected Factory Exchange (CFX)

1 SCOPE

This standard establishes the requirements for the omnidirectional exchange of information between manufacturing processes
and associated host systems for assembly manufacturing. This standard applies to communication between all executable
processes in the manufacture of printed board assemblies — automated, semiautomated and manual — and is applicable to related
mechanical assembly and transactional processes.

1.1 Purpose With the growth and acceptance of digital modeling and practices in manufacturing, the lack of a holistic
Industrial Internet of Things (IloT) standard for the transfer of information between machines, systems and processes has
become a severe limitation to the growth of digitization and computerization in the electronics manufacturing industry,
inhibiting technology innovations such as Industry 4.0 and Smart Factories being available to all companies in the industry,
regardless of size, sector and location.

This Connected Factory Exchange (CFX) standard provides a true “‘plug and play’’ Internet of Things (IoT) communication
environment throughout manufacturing, where all equipment, manufacturing processes and transactional stations can
communicate with each other without the need for the development and use of bespoke interfaces. CFX-enabled equipment and
solutions from different vendors work seamlessly together.

There are many types of users of this CFX standard, including equipment vendors, solution providers, in-house information
technology (IT) groups, etc. The many types of data included in CFX are used in different ways depending on the application;
for example, closed-loop feedback systems, live production dashboards, traceability (IPC-1782), manufacturing execution
systems (MES) control, lean supply chain management, active quality management, production control, etc.

As CFX data is fully omnidirectional, any CFX endpoint connection can consume data as well as create it. As an illustration,
consider the scenario in which a single machine from a certain vendor is connected in-line with other machines from different
vendors. CFX messages are sent from the single machine to other machines in the line, and to host systems such as MES. The
single machine can also receive CFX messages from all other machines in the line, as well as from the host systems in order to
optimize the machine operation and enable the vendor of the machines to create added-value functionality, such as to support
machine-specific Industry 4.0. In this way, a smart, digital, Industry 4.0 factory will be comprised of many different Industry
4.0 computerization applications, each of which can be provided by different suppliers, at the machine, line, site and even
enterprise levels, all working together, sharing data seamlessly through CFX.

This CFX standard supports the concept of big data by including data of different types from across the factory, including
performance, materials, resources, users, quality events, product tracking, etc., all of which can be combined to create a
big-data environment. CFX, therefore, provides many kinds of added value opportunities to the whole manufacturing operation,
including, for example, improving operational efficiency and productivity, quality and reliability, agility and responsiveness.
This CFX standard helps organizations ensure that end users/consumers will receive products and services that meet or exceed
their expectations and in the timeliest and most economically viable method.

1.2 Application of This Standard This standard defines the communication protocol and content across all assembly production
processes, irrespective of type or method of operation. It can also be applied to transactional operations. There are no restrictions
in terms of product classification sector, size of operation or location. Surface-mount technology (SMT) production is not
required to be a part of the factory. Though intended to support all aspects of printed board production, the use of CFX can be
extended downstream to include, for example, mechanical assembly, personalization, packing and shipping, as well as upstream
to include, for example, electrical and mechanical subassemblies.

1.3 CFX and The Hermes Standard This CFX standard is complementary to IPC-HERMES-9852. The Hermes Standard, as
an advanced, intelligent Surface Mount Equipment Manufacturers Association (SMEMA) standard replacement, provides
near-instant line control, passing information about production units as they pass down the line. CFX provides vertical
messaging that is complementary to Hermes.

1.4 Updates to This Standard The IPC-CFX Standard Task Group intends to make frequent incremental revisions to this
standard to support additional machines and processes. Version updates are identified by version number and the change
(added, removed, etc.), so the reader can easily identify changes in each version. See Figure 1-1 for an example of this version
change tracking using a portion of the CFX.Production.TestAndInspection table of this standard as an example.

Appendix A also provides an itemized version history.
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