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IPC-1791D 
Trusted Electronic Designer,  

Fabricator and Assembler Requirements

1 SCOPE

This standard provides minimum requirements, policies and procedures for printed board design, fabrication, assembly, and 
cable and wire harness assembly organizations and/or companies to become trusted sources for markets requiring high levels 
of confidence in the integrity of delivered products. These trusted sources shall ensure quality, supply chain risk management 
(SCRM), security and chain of custody (ChoC).

Trusted source certification of non-U.S. printed board design, fabrication, assembly, and cable and wire harness assembly 
organizations requires a sponsor and to meet the requirements in Section 6, in lieu of section 3.3 and Section 4. 

Cybersecurity Maturity Model Certification (CMMC) is scheduled to be fully implemented by the end of Fiscal Year 2025. The 
rollout starts gradually, accelerating in Fiscal Year 2023. During this period there will be instances in which a U.S. Department 
of Defense (DoD) supplier may not be required to meet CMMC but may be required to meet NIST SP 800-171 compliance. 
Therefore, this revision of IPC-1791 contains reference to CMMC, and Section 5 provides clarification on the relationship 
between CMMC and NIST SP 800-171.

Demonstration of the ability to meet and maintain the requirements of this standard as trusted design, fabrication, assembly, or 
cable and wire harness assembly organizations benefits customers that provide end-products for markets desiring a high level 
of integrity assurance (e.g., commercial, industrial, military, aerospace, automotive and medical).

In the context of this standard, the terms trust and trusted are used to reflect a commitment to product and process integrity 
assurance by printed board designers, fabricators, assemblers, and cable and wire harness assemblers. The user should not 
confuse this certification with defense-microelectronics-specific “Trusted Supplier” accreditation administered by the Defense 
Microelectronics Activity (DMEA) Trusted Access Program Office. IPC-1791 certification does not include DoD facility 
clearance unless compelled by customer-specific requirements and pursued independent of this standard. 

1.1 Purpose and Background

1.1.1 Source Technology and Capability Design, fabrication, assembly, and cable and wire harness assembly organizations 
have different levels of capability in terms of technology, materials, product complexity, capacity and lead times. This standard 
assumes the customer has certified the capability of their chosen supplier. 

1.1.2 Interpretation of Requirements for the Purposes of this Standard This standard covers requirements for quality, SCRM, 
security and ChoC: 

• Quality and performance requirements shall be as defined in this standard for the type of organization. 

• Requirements for SCRM shall be as defined in this standard for the type of organization. 

• Security requirements shall be the same for all types of organizations. 

• The requirements for ChoC shall be the same for all types of organizations. 

1.1.3 Benefits of Using Organizations Certified to this Standard By using designers, printed board fabricators, printed board 
assemblers, and cable and wire harness assemblers that are certified to this standard, customers will be assured that  
their supplier(s):  

• Maintains a quality system 

• Maintains a SCRM system to ensure any threats related to disruption in supply are understood and managed 

• Manages a security system to protect products and services from unauthorized access, particularly in support of  
export control 

• Provides an ensured ChoC system for electronic and physical materials 

In addition, this standard is in compliance with NDAA 2020 Section 224 for printed boards and printed board assemblies.  
See Appendix B for details.

1.1.4 Additional Detail See Appendix A for additional explanatory material. 
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	1.1 Purpose and Background 
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	1.1.4 Additional Detail See Appendix A for additional explanatory material. 
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	1.4.2 Type 2 – Printed Board Fabrication Organizations The organization responsible for the manufacture of rigid, flex, and rigid-flex printed boards. 
	1.4.3 Type 3 – Printed Board Assembly Organizations The organization responsible for assembly processes and verification operations necessary to ensure full compliance of assemblies. 
	1.4.4 Type 4 – Cable and Wire Harness Assembly Organizations The organization responsible for the cable and wire harness assembly process and verification operations to ensure full compliance of assemblies.
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	1.5 Abbreviations and Acronyms See Appendix D for full spellings of abbreviations (including elements) and acronyms used in this standard. 
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	1.6.2 Commercial and Government Entity (CAGE) Code A five-character identifier assigned to suppliers to the U.S. Federal Government to provide a standardized method of identifying a given facility or specific location. 
	1.6.3 Confidentiality Protecting information from unauthorized access and disclosure. 
	1.6.4 Controlled Technical Information Technical information with military or space applications that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure or dissemination. The term does not incl
	1.6.5 Controlled Unclassified Information (CUI) Information that requires safeguarding or dissemination controls pursuant to and consistent with applicable law, regulations and government-wide policies but is not classified. 
	1.6.9 Deemed Export Disclosing (including oral and visual) or transferring technical data or products to an unauthorized foreign person, whether in the U.S. or abroad (see 22 Code of Federal Regulations (CFR), 120.17). 
	1.6.10 Department of Defense (DoD) Prime Contractor A company contracting directly with the U.S. DoD. 
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	1.6.14 Foreign Person As defined in ITAR (see 22 CFR, 120.16), any natural person who is not a lawful permanent resident as defined by U.S. Code, Title 8, 1101(a)(20), or who is not a protected individual as defined in U.S. Code, Title 8, 1324(a)(3). 
	1.6.16 International Traffic in Arms Regulations (ITAR) Registered A company that has registered with the U.S. Department of State in accordance with ITAR requirements. 
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	1.6.20 Printed Board Assembler An organization that installs components and other parts on bare printed boards. Also known as a contract manufacturer, electronics manufacturing services (EMS) industry, EMS provider, etc. 
	1.6.21 Printed Board and Assembly Design A compilation of all information (digital or hard copy) describing the subject printed boards and printed board assemblies and the information necessary to manufacture the subject printed boards and printed board a
	1.6.22 Printed Board and Assembly Design Organization A functional organization that designs printed boards and printed board assemblies. These organizations are usually within a U.S. DoD prime contractor, system integrator, original equipment manufacture
	1.6.23 Printed Board Trusted Assembler A printed board assembler certified to this standard. 
	1.6.24 Printed Board Trusted Design Organization A printed board design organization certified to this standard. 
	1.6.25 Printed Board Trusted Fabricator A printed board fabricator certified to this standard. 
	1.6.26 Procedure A detailed method documenting how a policy is implemented or how an operation is performed. 
	1.6.27 Product-Specific Special Case A product or device similar to a printed board that utilizes comparable materials and processes, but it is not representative of any standard printed board constructions and usually has very limited applications and pr
	1.6.28 Quality Meeting the requirements of the applicable standards (e.g., IPC-2200 series, IPC-6010 series, IPC-A-600, IPC-A-610, MIL-PRF-31032, AS9100, Nadcap, etc.) as defined in this standard for the type of organization. 
	1.6.29 Security Policy by which an organization protects printed board design, printed boards, printed board assemblies, and cable and wire harness assemblies from unauthorized attempts at modification, tampering, reverse engineering, exposure of function
	1.6.30 Supply Chain Risk Management (SCRM) The policy by which an organization manages its supply chain to mitigate disruptions in supply of materials for the product being designed, fabricated or assembled, including for counterfeit issues. 
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	2.4 National Institute of Standards and Technology (NIST) 
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	3 REQUIREMENTS
	3.2 Supply Chain Risk Management (SCRM) Policy Type 1, 2, 3 and 4 organizations shall have an active SCRM policy and/or procedures sufficient to mitigate disruptions in supply of materials for the product being designed, fabricated or assembled, including
	3.2.1 Supplier Assessment The organization shall have processes for assessing suppliers with the intent to mitigate threats related to counterfeit parts, materials and disruption in supply. The policies and procedures required in the supplier assessment p
	3.2.2 Outsource Process Suppliers The organization shall ensure that all outsource process suppliers used for export-controlled design, printed boards, assemblies and cable and wire harness assemblies are ITAR registered.
	3.2.3 Commercial and Government Entity (CAGE) Code/NATO Commercial and Government Entity (NCAGE) A CAGE or NCAGE code number shall be used only by the organization to which it has been assigned and only on those designs, printed boards, assemblies or cabl
	3.3 Security Certification Types 1, 2, 3 and 4 shall meet the security requirements of this section. 
	3.3.1 Responsible Security Officer and Team Depending on the size of the organization, a security officer position may be assigned to a manager with other organizational responsibilities, or it may be a full-time assignment. Similarly, depending on the si
	3.3.2 Personnel Security Requirements Personnel failing to meet the requirements of 3.3.2.1 through 3.3.2.4 shall not have access to export-controlled material or data. 
	3.3.2.1 Nondisclosure Agreements (NDAs) All personnel shall have a nondisclosure agreement (NDA) or employee agreement to protect the confidentiality of the employer and customer information. The NDA or employee agreement shall be a legally binding agreem
	3.3.2.3 Citizenship All personnel shall be U.S. citizens or U.S. persons, in accordance with ITAR (see 22 CFR, 120.15), with the exception of foreign persons authorized through DSP-5 procedures or BIS 734.2 (b)(ii) of the EAR. 
	3.3.2.4 Training Insider threat awareness training shall be established for all employees and may include content from INT122.16, INT101.16 or an equivalent training program. 
	3.3.3 Publication Approval A process shall be established for the internal review and approval of information used for external venues (e.g., conferences, trade shows, periodicals and journals). Publications shall not include information that is CUI, ITAR
	3.3.4 Physical Protection Access to designated restricted areas within company facilities (e.g., computer-aided manufacturing, engineering and computer server areas) shall be limited to authorized personnel and authorized visitors (see 3.3.4.10). 
	3.3.4.1 Reception Area A staffed reception area or other means to restrict physical access to the site or building shall 
be implemented. 
	3.3.4.2 Information Processing Critical or export-controlled information processing shall be conducted in secure, restricted areas and shall be physically protected from unauthorized access. 
	3.3.4.3 Data Center and Storage Areas Access-control systems shall be used to restrict entrance to data centers, limiting access to those with relevant job functions, such as IT. The data center shall be an independent access-controlled room that is not s
	3.3.4.4 Perimeter Security, Entrances and Exits The facility should be surrounded by physical structures (e.g., fences, walls) to control the flow of personnel and materials. If multiple buildings of the facility are not surrounded by a physical structure
	3.3.4.5 Excluded Electronics Visitors shall not bring the following devices into designated restricted areas within the facility: 
	3.3.4.6 Security Guards Security guards should be used to enforce security at the facility. Security guards should be employees from a security contractor service or company employees trained and designated to carry out security guard duties.
	3.3.4.7 Foreign Person Access Unauthorized foreign persons shall not have access to CUI, ITAR or EAR materials or data. When technology is released to an unauthorized foreign person within the U.S., it is qualified as a deemed export. This includes access
	3.3.4.8 Removing Data from the U.S. Computers, hard drives and storage devices containing CUI, U.S. Military and U.S. Government data shall not be removed from the U.S. 
	3.3.4.9 Restricting Export-Controlled Data All computers and devices taken outside of the U.S. shall restrict the exchange of CUI and export-controlled data (e.g., email). 
	3.3.4.10 Visitors All visitors shall be escorted by authorized personnel. The facility shall have a procedure for the security team to authorize visitors who need access to designated restricted areas and CUI. 
	3.4 Chain of Custody (ChoC) for Type 1, 2, 3 and 4 Organizations Type 1, 2, 3 and 4 organizations shall have a ChoC policy and/or procedures for chronological documentation to ensure the physical and information security of each printed board design, fabr
	3.4.1 Traceability Records The originating design organization shall maintain and ensure accuracy and consistency of the electronic design data. The electronic design data consists of the schematic, printed board and printed board assembly drawings, CAD d
	3.4.2 Serialization and Identification Each finished printed board shall be identified by the manufacturer’s CAGE code and by a serial number that is traceable to the production panel. This will provide traceability of the product throughout the manufactu
	3.4.3 Managing Sample Materials Disclosing technical data to a foreign person, whether in the United States or abroad, through oral, visual or other means violates the Deemed Export Rule (22 CFR 120.17 (2). The ITAR requires that one seek and receive a li
	3.4.4 Destruction of Scrap (In-Process or Finished Design Data, Layers and Panels, Subassemblies and Assemblies)
	3.4.5 Repeat Orders The organization shall ensure that all requests for quotation (RFQs) and purchase orders (POs) for design, fabrication or assembly repeat orders are from their (the organization’s) original contractual customer or have documentation fr
	3.4.6 Shipping The organization shall maintain a shipping or transmittal record to document that product was shipped in the designated method by the designated carrier.  For free onboard (FOB) destination, the organization shall immediately contact the cu
	3.4.7 Training The organization shall maintain a training program for all employees that addresses the relevant aspects of ChoC. 
	3.5 Additional Chain of Custody (ChoC) Requirements for Type 1 Organizations Type 1 organizations shall also meet the following requirements related to the printed board design schema, in addition to those in 3.4. 
	4 EXPORT CONTROL COMPLIANCE 
	4.2 Export Even though the manufacturer is not actually exporting products or services, permitting export-controlled technical data or product access to unauthorized foreign persons while in the U.S. is an export; these are called deemed exports. This mea
	4.3 Empowered Official For the purposes of this certification, the control of foreign-person access to products or data comes from the ITAR definition of export. Therefore, the essential portion of ITAR is that management takes responsibility as an Empowe
	4.4 Export-Controlled Data on Portable Electronic Devices If an employee has an export-controlled design file on a portable electronic device and crosses the U.S. border, it is an export. Therefore, portable electronic devices shall be wiped clean of all 
	5 NIST SP 800-171 and CYBERSECURITY MATURITY MODEL CERTIFICATION (CMMC) EXPLANATION 
	5.1.2 Application of NIST SP 800-171 Requirements The security requirements apply to nonfederal covered contractor information systems that process, store or transmit CUI or that provide security protection for such components. The requirements allow orga
	5.1.3 Families of Security Requirements NIST SP 800-171 sets forth 14 families of security requirements that range from physical protection of the IT system and its environs to best practices and documentation requirements for system configurations, autom
	5.1.4 Cyber Incident Reporting NIST SP 800-171 requires the establishment of systems for detecting, responding to and reporting any incident that may have compromised the system or the controlled information. DFARS 252.204-7012 further defines incident re
	5.2 Cybersecurity Maturity Model Certification (CMMC) Framework 
	5.2.1 CUI Definition By definition in ITAR, all data used for the design, fabrication and assembly of printed board assemblies  that go into items on the United States Munitions List (USML) is CUI. CMMC Level 2 is the minimum level required to handle CUI.
	5.2.2 CMMC Requirements/Practices CMMC Level 2 contains all 110 practices (formerly called requirements) of 14 domains (formerly called families) of NIST SP 800-171.
	5.2.3 CMMC Certification CMMC  has a formal certification program with a structured organization of certified CMMC Third- Party Assessor Organizations (C3PAOs), Assessors, Registered Provider Organizations (RPOs) and Registered Practitioners managed by th
	5.2.4 CMMC Implementation As CMMC is implemented through the DFARS 252.204-7012, the rollout begins gradually, accelerating in Fiscal Year 2023. During this period there will be instances in which a DoD supplier may not be required to meet CMMC, yet NIST 
	6 REQUIREMENTS FOR TRUST CERTIFICATION OF NON-U.S. ELECTRONIC DESIGN, FABRICATION AND ASSEMBLY ORGANIZATIONS
	6.1.1 Non-U.S. Organizations The primary core IPC-1791 requirements are based on certification of U.S. organizations. The difference in requirements for certifying non-U.S. organizations is the use of this section and not using Section 4. Any deviations f
	6.1.2 Length of Certification The length of certification shall be three years. In addition to the three-year certification, annually the company shall provide IPC Validation Services with a copy of its updated export control license. Failure to provide a
	6.1.3 Ownership or Management Change Notification It is the responsibility of the Certified company to immediately notify IPC Validations Services and the sponsoring U.S. prime or subcontractor upon any changes to the company’s ownership or management. Th
	6.1.4 Certification Duration The certification is only in effect for those projects specified by the U.S. prime or subcontractor, and the certification will end once the U.S. prime or subcontractor’s requirement is fulfilled. 
	6.2 Security Requirements This section replaces section 3.3 for non-U.S. certifications only.
	6.2.1 Responsible Security Officer and Team Depending on the size of the organization, a security officer position may be assigned to a manager with other organizational responsibilities, or it may be a full-time assignment. Similarly, depending on the si
	6.2.2 Personnel Security Requirements Personnel, for the purposes of this standard, include employees, independent contractors and service providers who come in contact with export-controlled materials or data. Personnel failing to meet the requirements o
	6.2.2.1 Nondisclosure Agreements (NDA) All personnel shall have an NDA or employee agreement to protect the confidentiality of the employer and customer information. The NDA or employee agreement shall be a legally binding agreement between personnel and 
	6.2.2.2 Background Checks Background checks shall be conducted in accordance with the following: 
	6.2.2.3 Personnel All design, fabrication or assembly site personnel shall be legally approved to work as specified in the export control license. 
	6.2.2.4 Training Insider threat training shall be established for all employees and include INT122.16, INT101.16 or an equivalent training program. 
	6.2.3 Publication Approval A process shall be established for the internal review and approval of information used for external venues (e.g., conferences, trade shows, periodicals and journals). Publications shall not include information that is export co
	6.2.4 Physical Protection Access to company facilities shall be limited to authorized personnel, including access to buildings and designated restricted areas within buildings (e.g., computer-aided manufacturing, human resources, engineering and computer 
	6.2.4.1 Reception Area A staffed reception area or other means to restrict physical access to the site or building shall 
be implemented. 
	6.2.4.2 Information Processing Critical or export-controlled information processing shall be conducted in secure, restricted areas and shall be physically protected from unauthorized access. 
	6.2.4.3 Data Center and Storage Areas Access-control systems shall be used to restrict entrance to data centers, limiting access to those with relevant job functions, such as IT. The data center shall be an independent access-controlled room that is not s
	6.2.4.4 Perimeter Security, Entrances and Exits The facility should be surrounded by physical structures (e.g., fences, walls) to control the flow of personnel and materials. If multiple buildings of the facility are not surrounded by a physical structure
	6.2.4.5 Excluded Electronics Visitors shall not bring the following devices into designated restricted areas within the facility: 
	6.2.4.6 Security Guards Security guards should be used to enforce security at the facility. Security guards should be employees from a security contractor service or company employees trained and designated to carry out security guard duties. Security gua
	6.2.4.7 Unauthorized Access Unauthorized persons shall not have access to CUI and export-controlled materials or data. When technology is released to an unauthorized person, it is qualified as a deemed reexport. This includes unauthorized access to data o
	6.2.4.8 Removing Data from Non-U.S. Subcontractor Organizations Computers, hard drives and storage devices containing CUI and export-controlled data shall not be removed from the NUSCOO. 
	6.2.4.9 Restricting CUI and Export-Controlled Data All computers and devices taken outside of the organization’s NUSCOO shall restrict the exchange of CUI and export-controlled data (e.g., via email). 
	6.2.4.10 Visitors All visitors shall be escorted by authorized personnel. 
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